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QRNG and QKD in cybersecurity
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QRNG: from discrete to PIC

2015 loophole free Bell test experiments SIP & InP during 2014 — 2016



QRNG — PIC
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QRNG: Products

Quside™ Randomness Generation & Processing

Compute / Launch in 2023

Quside™ unique QN 100 chipset Boost the performance of your
is a fully integrated quantum randomized workloads by up to
entropy source enabling ultrafast 10X and reduce energy
performances and form factors. consumption by up to 20X.

© Quside 2022



QRNG: Use cases

®2® Telefénica
@ Tech

Delivering Entropy-as-a-
Service within Telefonica’s
Virtual Data Center

VIRTUAL DATA CENTER [VDC)

In a nutshell: Validated multiple use cases and
integration within Telefonica’s infrastructure

LUXQUANTA)

Continuous-variable
quantum key
distribution (QKD)

QRNGs are used to generate high-
rate, randomized quantum states.

By distribution of quantum signals,
LuxQuanta can detect an intruder.

LuxQuanta devices can be easily
embedded in telecom networks.

¥ Qrypt

Unexploitable
quantum-secure
encryption services

QRNGs are used to generate high-
rate random streams for users.

Qrypt create identical keys at
multiple endpoint enabled by
quantum entropy.

As keys are never distributed, they
can’t be intercepted.

© Quside 2022



CV-QKD: principle ICFO”

CV-QKD = Telecom technology + quantum security proofs
(Continuous variable Quantum Key Distribution)

Asin(wt  #) = Acos(f)sin(wt) + Asin (#) cos(wt)

X P
x and p are non-commuting observables

Y X = A cos () +
/\ /\ . p=Asin (0)
-> X

* Quantum-security proofs

« Shot-noise limited
operation

 Digital signal processing

* _______________________ MRl (DSP) adapted to
guantum security proofs
Source modulated weak light Coherent Detection .
Uses coherent No need of Chip-level Compatible with
pulses and single-photon integration modern optical

coherent detection technology telecommunication



CV-QKD: GG02 protocol and hardware ICFO?

ALICE QRNG FPGA BOB
DAQ
90°H
@ e Alice sends Bob coherent states with Gaussian
p— modulated quadratures.
1km * Bob measures them by shot-noise limited homodyne

or heterodyne detection
* Alice and Bob share Gaussian correlated data

Local oscillator

Public channel

Noise estimation Key reconciliation
Detecting intruder Error correction, privacy amplification




CV-QKD: use case
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QKD in InP-PIC
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The technology
team
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@ QUSIDE

+ 6 new employees @

LUXQUANTA



